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ABSTRACT

Ideally, software is derived from requirements whose properties
have been established as good. However, it is difficult to define
and analyze requirements. Moreover, derivation of software from
requirements is error prone. Finally, the installation and use of
complied software can introduce errors. Thus, it can be difficult to
provide assurances about the state of a software's execution.

We present a framework to monitor requirements of software as it
executes. The framework is general, and allows for automated sup-
port. In this paper, we introduced the framework, and show how
Java code can be instrumented and monitored by a model checker.
We illustrate our current automated support using the widely
known problem of the Dinning Philosophers. From this exemplar,
we suggest how the approach may be applied to address security
concerns such asthose that arise during e-commer ce transactions.

1. INTRODUCTION

Software is pervasive. So too are software bugs. Such glitches in
the execution of software can cause millions of dollarsin lost reve-
nue, as evidenced by recent denial of service attacks[9]. Worse
still, lives can be lost, as documented in the case of the Therac-25
computer controlled radiation therapy machine[14].

Producing error free software is difficult. Two complimentary
approaches addressing this problem are requirements analysis and
software testing. In requirements analysis, the descriptions of the
software “to be” is carefully scrutinized. Once the requirements
meet certain properties, such as consistency and completeness,
software is developed according to the requirements specification.
Further down the software life-cycle, software-testing checks that
the derived software satisfies the requirements specification. In
certain cases, developers must rely more on software testing or
run-time requirements monitoring, as a complete analysis of
reguirements can be intractable.

Consider the CCITT X.509 (1989) protocol for signed secure
communication between two parties[12]. It can be used to establish
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session keys that alow for authenticated and confidential commu-
nication. A goal of the protocol is to prevent the occurrence of an
agent, A, sending a message to an agent C, while intending to send
the message to agent B. However, proving that this goal is adways
met is difficult.

The protocol has only three messages:

Messagel A? B:A,{T, NyB Xy {YIKo K

Message2 B? A:B,{Tp Np.A, NyXp, { YR} KK,

Message3 A7? B:A,{Np}
Above, A and B are the communicating agents; T; are timestamps;
N; are nonces (a unique random number); X; and Y; and user data;
and K; and Ki‘l are public and private keys, respectively. An agent
can apply B’s public key K, to data Y,, { Yz K, to encrypt the
data according to that key. Applying A’s private key, K;1, to a
message, produces a digital signature of A that can be checked by
anyone who uses A’s public key, K.

The CCITT X.509 protocol appears secure enough; however, it
is susceptible to two kinds of attack. Below, a sketch of these
attacksis presented to provided a general understanding of the pro-
tocol’s complexity. This will be used show the difficulty in model
checking the protocaol.

(1) Reuse of confidential data by imposter. Animposter, C, canin-
tercept message 1, strip off the signature, Ka‘l, and send the
message onto B with its own signature.

Imposter Message2 C? B:C,{T, NgB.X¢, { YK }K:?

(2) Replay of message to gain authentication. An imposter, C, can
intercept messages between agents A and B so asto make B be-
lieveitis communicating with A, when it isreally communicat-
ing with C. C begins the attack by capturing and resending an
old message sent from A to B. The message is then sent from C
to B.

Imposter Messagel C? B:A,{T, NuBXy { Y KK,

If the timeis sufficiently close to T,, then B will not notice the
reuse of the message. Specifically, the reused nonce, N,, will
not be checked, so the reuse goes undetected. Next, B will reply
with anew message intended for A.

Imposter Message2 B ? C. B, {T, NpAN, X,
{Yp}K Ky

Next, C can begin authentication with A. In reply to A’s new



message, C will reply with B’s nonce, Ny, of message 2. Final-
ly, A will reply to C using the signature needed for C to send a
new message to B.

Here, we are not concerned with the details of these attacks.
Rather, we are concerned with how they might be detected.

In general, to detect the malicious manipulation of a communi-
cation protocol, one can simulate an agent that executes the proto-
col with malicious intent. Then, one can check for conditions, such
as“Can an agent, A, send amessage to agent C, whileintending to
send the message to agent B?’" However, checking the effect of a
malicious agent on a protocol can be intractable. For example,
Josang estimates that checking the CCITT X.509 protocol for the
Replay Attack will involve approximately 10'° states[13]. Thus,
automated model checking is not practical. However, monitoring is
apractical solution.

2. REQUIREMENTSMONITORING OF
RUNNING SOFTWARE

Requirements analysis and software testing typically ends after
the software is deployed. If testing does continue, it is done “at the
factory”, rather than at the customer’s installation site. Y et, many
software errors arise to due changing or unforeseen circumstances
found at the installation site. Perpetual testing aims to address this
gap.

Perpetual testing treats testing as a set of activities continually
aimed to improve quality through different generations of a prod-
uct. Currently, the perpetual testing research is addressing issues
closer to software design than the high-level software require-
ments. For example, Butkevich et. al., describes an extension to
Java that enables static and dynamic checking of object interaction
protocols (i.e., sequence diagrams) as part of a Java program[24].

Researchers in requirements monitoring aim to fill the gap
between requirements analysis and perpetual testing. In require-
ments monitoring, high-level software, or systems requirements, is
the focus of study. The goal isto continually analyze requirements,
from development through deployment to eventual system retire-
ment. An important requirements monitoring activity concerns the
run-time monitoring of requirements.

2.1 Execution Monitoring of Requirements

Execution monitoring of requirementsis a technique that tracks
the run-time behavior of a system and notes when it deviates from
its design-time specification. Requirements monitoring is useful
when it is too difficult (e.g., intractable) to prove system proper-
ties. To aid analysis, assumptions are made as part of the require-
ments definition activity. The requirements and assumptions are
monitored at run-time. Should any such conditions fail, a proce-
dure can be invoked (e.g., notification to the designer). Note, such

monitoring is different from exception handling in that it: (1) con-
siders the combined behavior of events occurring in multiple
threads or processes over time, (2) links run-time behavior with the
actual design-time requirements, and (3) provides (potentialy) suf-
ficient information to alow for the run-time reconfiguration of
software or software components.

Fickas and Feather proposed requirements monitoring to track
the achievement of requirements during system execution as part
of an architecture to allow the dynamic reconfiguration of compo-
nent software[8]. Feather has produced a working system, called
FLEA, that allows one to monitor events defined in arequirements
monitoring language[6][7]. FLEA captures interesting events as
assertions in a database. When a monitored condition occurs, its
defined action is executed. Thus, monitoring mainly consists of the
trandation of requirements monitoring descriptions to database
triggered actions.

Fickas and Feather illustrate the execution monitoring of
requirements in the context of monitoring the requirements of a
software license server. When the license server fails to satisfy its
reguirements (e.g., auser shall be granted alicense in 90% of their
requests) due to a change in the system environment, the system
notifies an administrator. Emmerich et. al. (and others [21]) have
sinceillustrated how the technique may be used to monitor process
compliance[4]; for example, organizational compliance to 1SO
9000 or |EEE process descriptions[20].

Girgensohn et. al. created expectation agents to monitor the
actual use of asystem[5]. Developers define software user expecta-
tions, such as, “validate the customer address before configuring
the customer’s services’. Then, agents monitor the system’s use.
When use of the system does not match the defined expectations,
“agents may perform the following actions: (1) notify developers
of the discrepancy; (2) provide users with an explanation based on
developers' rationale, (3) solicit a response to or comment about
the expectation.”[5] In this manner, expectation agents monitor the
satisfaction of developer requirements (expectations) during the
system.

2.2 Article Overview

This article describes research that builds on prior work in require-
ments monitoring. A goal of this research is to continually analyze
reguirements during the run-time execution of software. Next (8§
3), we present our overall requirements monitoring framework for
software execution. An important contribution of this work con-
cerns the continual model checking of running software. This is
illustrated with an example in section 4. If such requirements mon-
itoring can be effectively applied in practice, then it can provide
important assurances for business communications, such as on-line
e-commerce transactions. This topic is explored in the concluding



Define _ Key
Requirements <o Process flow
.\ T~ (with information) —
< hlsnk 3
= S~ Information flow
\ > N ——e—>
. ~
Analysis & S
Design \
\
\ \
\
] v
Implementation& _ _ _ _ _ _ _ Monitoring &
Instrumentation Checking
N <
\‘ _'_//

—

Execution

Figure 1. An illustration of a requirements monitor for executing
software (RMES) framework.

section 6. There, this article concludes model checking can provide
substantial support for monitoring requirements during the run-
time execution of software.

3. AREQUIREMENTSMONITORING
FRAMEWORK

Figure 1 illustrates our requirements monitor for executing soft-
ware (RMES) framework. It is essentially a refinement of the
model described in [6]. Each of the major activities are described
in the following sections.

3.1 High-level Requirements

The framework relies on the description of high-level software
requirements. These requirements may include natural language
text; however, the framework assumes some formal definitions of
desired predicates over objects and relationships. More specifi-
caly, requirementsthat refer to conditions on states are most easily
analyzed. For example, the KAOS language can be used for this
purpose[3].1 The following For kRequest Sat i sfi ed achieve
goal illustrates one such KAOS requirement. The goal simply indi-
cates that a philosopher, implemented as a software process,
should eventually have access to a (shared) fork. (Section 4 pre-
sents this example problem in more detail .)

Goal Achi eve[ ForkRequest Sati sfi ed]
I nf or mal Def

“If a philosopher requests a fork, then
eventually it will be using the fork.”
For mal Def

? p: Philosopher, f:Fork

Requesting(p,f) ? ?Using(p,f)

Monitoring the satisfaction of such high-level requirements is the

1 KAOS formal definitions use temporal logic opera-
tors[19]. Here, 0 means in the next state. Other operators
areincluded for the previous state (), sometimein the fu-
ture (?), some time in the past (=), aways in the future
(=), alwaysin the past ().

purpose of the framework.

3.2 Analysisand Design

The framework assumes that the high-level software requirements
will be trandated into a more development-oriented analysis and
design model. For example, the Unified Modeling Language
(UML) can be used as the modeling language. This intermediate
(UML) model simplifies traceability maintenance between the
high-level requirements and the software. Such linkage allows the
execution monitor to describe software failuresin terms of require-
ments or the UML model. Since developers are familiar with
UML, and it can have a direct correspondence to the software, we
have found this intermediate representation useful. However, as
long as one can maintain traceability between code and require-
ments, it is not necessary to have the intermediate UML model.

3.3 Implementing and I nstrumenting

The framework assumes many of the high-level requirements will
be implemented in software. Moreover, there must be static trace-
ability between part of the software and the requirements. For
example, a KAOS agent definition, such as the following Philoso-
pher, can be traced to its Java class definition.

/1 KOAS definition..
Agent Phil osopher
Has
left_fork : Fork
right_fork: Fork
st at us {ready,
dead}

running, suspended

/1 Java class definition (manually) derived
KACS definition...
cl ass Phil osopher extends Thread {

private Fork left;
private Fork right;

In addition to the static traceability of definitions, there must be
dynamic traceability of class instances. When the software exe-
cutes, the monitor must be able to distinguish the different
instances of the defined classes. For example, the monitor must be
able to distinguish the actions of two instances of the same agent
type (e.g., knowing that Philosopherl actions are different from
Philosopher2 actions).

Instrumentation can enable a monitor to track the activities of
relevant objects. Instrumentation is the insertion of informative
statements into software for the purpose of monitoring. Later,
when the instrumented software executes, the informative state-
ments provide a stream of information which can be interpreted by
the monitor.

Typically, the source code of software is instrumented. How-
ever, it is also possible to instrument compiled code (e.g., [11]).
For example, our implementation of the RMES framework uses
Joie to instrument Java class files (compiled Javafiles)[1].

Instrumenting compiled code does provide for monitoring of



software without source code. However, there is till the problem
of interpreting the monitored stream. For example, given the moni-
tored stream of actions concerning the compiled Java classes,
methods, and variables, one must map those names back to the
software requirements in order to interpret the actions.

3.4 Monitoring

The monitor must continually view the stream of (instrumented)
activities and interpret their meaning. It isimportant that the moni-
tor notice when the software: 1) has violated a requirement, or 2) is
about to violate a requirement, or 3) may be about to violate a
requirement. However, this can be difficult given the tiny stream of
information it may receive. For example, the following stream is
output from an instrumented dinning philosophers compiled pro-
gram.

Phi | osopher[0] . eat()V

Fork[ O] . take()V

Phi | osopher[1].eat()V

Fork[ 1] . take()V

Phi | osopher[2].eat()V

Fork[ 2] .take()V

Phi | osopher[3].eat()V

Fork[ 3] .take()V
Each line is of the following format: classnamginstance num-

ber].method(parameters)returnType. No doubt, it's not clear (yet)
that the above monitor stream shows a deadlock of four dinning
philosophers.

Tointerpret the monitor stream, the monitor can use amodel. In
our implementation of the RMES framework, a formal automata-
based model is checked using a model checker. The formal model
is generated automatically from the Java source code.

3.4.1 Model Checking

Model checking is an operational exploration of state-based
models. Such analyses can prove that specified logic conditions
will, or will not, occur in amodeled state of a system satisfying the
requirements.

Model checking of requirementsistypically applied asfollows:
1) a portion of the requirements specification is translated into a
formal automata-based model, 2) important requirements proper-
ties, such as liveness, are defined as logica properties of the
model, 3) amodel checker (e.g., Spin[10]) is used to exhaustively
check all states of the model for violations of the specified proper-
ties.

In our implementation of the RMES framework, model check-
ing isused asfollows:

(3) Requirements are defined.

(4) A UML mode design is derived from the requirements.

(5) A Javaprogram isderived the UML model.

(6) The compiled Java classes are instrumented.

(7) Periodically, a copy of the Java source is modified to reflect

the activities observed in the monitor stream.
(8) A Promelamodel is semi-automatically derived from the mod-
ified Java source code.
(9) The modified Java source code is model checked, thereby
checking the actions of the running software.
To clarify, steps 5 - 7 are further elaborated next. After the
specified period (in 5), the monitor checks the complete (growing)
monitor stream. It does so as follows:

(1) The monitor stream is trandated back into Java statements.
These statements control the sequence of method calls in the
original Java program.Thus, this “streamlined” Java source
code has no loops or conditionals. It simply represents the se-
quence of method calls that have occurred. In the case of multi-
threading, it is necessary to define such a sequence for each
thread.

(2) A Promelamodel is semi-automatically derived from the mod-
ified Java source code. A program, java2spin does this transla-
tion[2]. (It does not handle all Java program constructs. When it
can, this processis fully automated.)

(3) Requirements, including “avoid near failures’, are translated
into the linear temporal logic of Spin.

(4) The Promela model is checked against the requirements using
the Spin model checker. Failures, indicated by Spin, mean that
the stream of actions performed by the program did not satisfy
the requirements.

(5) If afailure occurs, the monitor sends a notification detailing
the current state of the software and how it hasfailed arequire-
ment.

3.4.2 Checking for Near Failures

At first, it may appear that the above procedure simply sends a
notification when a high-level requirement fails. However, the
clarification step 3 allowsfor the definition of “avoid near failures’
requirements. For example, in order to be notified of anear failure,
one might add the following “avoid near failure” requirement to
the dinning philosophers system.

Goal Avoi d[ Wati ngOn2For ks]
I nf or mal Def

“Do not allow nmore than two philosophers
to be waiting on a fork request. (In the case
of four philosophers.)”
For mal Def

’|7 p)), p2 : Phil osopher, f,}, f2 :Fork

H (WaitingOn(pl, f1) -

Wai tingOn(p2,f2))

If the monitor sends a notification that the above
Wat i ngOn2For ks requirement fails, then there may be time to
prevent the system from deadlocking, and thus violating a high-
level requirement. Of course, this and many similar “avoid near
failure” requirements can be made part of the high-level require-
ments. However, considering all cases, even if possible, can make
the requirements, requirements analysis, and software unwieldy, if
not intractable—asillustrated with the CCITT X.509 protocol.

4. AN ILLUSTRATIVE EXAMPLE

The widely known problem of the dinning philosophers will serve
as an exemplar for our approach to RMES framework. This prob-
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Figure 2. UML class diagram representing the Philosopher and
Fork classes.

lem is especially useful, as it demonstrates troubles that can occur
among multiple processes with shared resources. Such interactions
can occur with today’ s on-line e-commerce transactions.

Consider four philosophers sitting around a table. The phi-
losophers can either eat or think. Thinking does not require a
resource, whereas eating requires two forks. There are only
four forks; each is between a pair of philosophers. A philoso-
pher can only share the use of forks that are immediately to
his left or right. The problem is to guarantee mutually exclu-
sive access to the forks, while preventing deadlock or star-
vation. A deadlock can occur when all philosophers lift up
their left fork, and then deadlock as they try to lift up the right
fork that is already taken.

4.1 High-level Requirements

The main high-level requirement we will focus on istheFor kRe-
quest Sati sfied of section 3.1. In combination with our
design, it will ensure that a Philosopher will not starve, nor will it
become deadl ocked.

4.2 Analysisand Design

Figure 2 shows a UML Java design model of the dinning phi-
losophers. Figure 3 shows UML collaboration diagram illustrating
how the four instances of philosophers and forks are related. (The
lines are links that indicate communication among the objects.)
Note that this design (and resulting Java program) specifies the
number of philosophers and forks a priori.

Note, it is possible to directly model check the UML design
model. For example, the vVUML tool can derive a Spin model and
present failures in terms of UML[16]. However, such analysis is
only available for smaller models (like the dining philosophers).
Larger models, entailing larger state-spaces, cannot be sufficiently
explored by model checkers (eg., [17]). In contrast, the model
checking of one specific run of aprogram isvery efficient.

Model-checking a program trace is still a complex process.
Each program state must be checked for compliance with linear
tempora logic (LTL) formulag[19]. An LTL formula is more

John Forkl X Anna
left. vlghf

right

Fork2

Fork4

Sara . Fork3 Peter
———+ght— | left

=igure 3. UML collaboration diagram representing the connections
among Philosopher and Fork objects.

abstract than program state; it may reference abstract and arbitrary
program states, as well as various times (past, present, future). Y et,
amodel checker can efficiently analyze any properly instrumented
program.

Rather than model checking, one might add program assertions
to provide assurances about a running program’s behavior[18].
Assertions can be complex and abstract. Program state information
can be tracked by specialized “assertions’, thereby allowing LTL
references. In fact, one can custom build an LTL model checker for
a specific program'’s execution using assertions. However, it is eas-
ier, more reliable, and more general to use a model-checking tool
for that purpose. Rather than insert various assertions and state
tracking functions, one can simply express LTL's and then auto-
matically instrument and check the program.

4.3 Implementing and I nstrumenting

The Java class definitions for the philosopher and fork are shown
in figure 4. The main program that executes, includes the follow-
ing statements to initialize the program.

phil1 = new Phil osopher(forkl, fork2);
phi | 2 = new Phil osopher (fork2, fork3);
phil 3 = new Phil osopher (fork3, fork4);

phil 4 = new Phil osopher (fork4, fork1l);

phil l.start();

phil2.start();

phil 3.start();

phil4.start();
After the Philosopher and Fork classes were compiled, they were
instrumented using Joie. Figure 5 shows the Java class information
what was added to the Philosopher and Fork classes. Notice that, as
part of the mixin, an initialization method was added. This init()
method tracks the specific instances of a class via a unique object
number. This number is referenced in the traceM sg method. Thus,

the values appear in the output of section 3.4.



4.4 Monitoring

To monitor, the monitor program continually checks the moni-
tor stream. For this simple example, the monitor stream is simply
text output to standard out. (See the traceMsg method of figure 6.)
However, the output could as easily be sent to an on-line database

cl ass Phil osopher extends Thread {
private Fork left;
private Fork right;
Phi | osopher (Fork f1, Fork f2)

{
left = f1;
right = f2;
}
public void eat()
{
left.take();
right.take();
}
public void think()
{

left.leave();
right.leave();
}
public void run()
{
while (true) {
eat();
t hi nk();
}
}
}

class Fork
private bool ean is_free;
For k()
{
is free = true;

}

public synchronized void take()
{
while (lis_free)
try {
wai t ();
} catch (InterruptedException e)
{return;}
is_free = fal se;
}
public synchronized void | eave()
{
is free = true;
notify();
}
}

Figure 4. The Philosopher and Fork Java class definition.

public class TraceM xin {

/1l The current count of object (instances)
that are being traced.

private static int O Dcount = O;
/1 The object's ID.
private int O D;

public void init () {
set ToCurrent O Dcount () ;
increment O Dcount () ;
}
/1 More defintitions (elided)...
public void traceMsg(String s) {

System out. println(this.getClass().get-
Name() + "[" + OD + "]" + s);

}
}

Figure 5. The Java definition of the TraceMixin class. These
definitions were added to each class in the compiled code.

cl ass Phl extends Phil osopher

{ Phi1(Fork f1, Fork f2)
{
super (f1,f2);
Lublic void run()
{
eat ();
/1 Other steps follow here...
}
}

Figure 6. An updated Java philosopher definition for
philosopher 1.

where database triggers would monitor the stream.

4.4.1 Model Checking

The monitor continually checks the output by creating a modified
Java program and then checking it in Spin. To modify the program,
aprogram (monitor2Java) generates updated Java definitions from
the monitor stream. Figure 6 shows an updated definition for
instance number one of the Philosopher class. Note, it is necessary
to define subclasses (extends) of Philosopher because we need to
define the prior monitored actions of an instance of the Philosopher
class. The other subclasses of Philosopher (Phl to Ph4) are simi-
larly defined.

To check the requirements on the program execution, the
java2spin program is used to create a Promela definition of the
modified Java program. Finally, this model (called dp.spin) is
checked. To do so, each high-level requirement or “avoid near fail-
ure’ requirement must be added to the model using Spin. However,
Spin cannot under requirements such as For kRequest Sat -
i sfi ed of section 3.1. Instead, these requirements must be man-
ually mapped to definitions in the underlying model as created by



java2spin. (This can be difficult, as the java2spin model can be
non-intuitive.)

Consider trandating the Avoi d[ Wati ngOn2For ks]
“avoid near failure’ requirement. This first must be specified in
terms of the Spin definitions. In the example of our dp.spin, thefol-
lowing terms are used.

#define wai t F1(sync_def _Fork[1].nwait > 0)
#define waitF2(sync_def _Fork[2].nwait > 0)
#define wait F3(sync_def _Fork[3].nwait > 0)
#define wai t F4(sync_def _Fork[4].nwait > 0)
#define waitOn2((waitF1 && )
(wai t F2 && wait F3) \

[l (waitF3 && wait F4)
Il (waitF4 && waitF1))

Once so defined, Spin can test for the occurrence of <>wai t On2.

wai t F2 |

Finaly, as a result, Spin can detect the violation of require-
ments such as Achei ve[ For kRequest Sat i sfi ed] and
Avoi d[ Wat i ngOn2For ks] through monitoring of the monitor
stream output. For example, after monitoring the output shown in
section 3.4, Spin detects that Achei ve[ For kRequest Sat i s-
fied] fails. That is, a deadlock occurred when all philosophers
acquired their left fork, and then “blocked” waiting as they tried to
acquire their right fork that was aready taken.

5. FUTURE RESEARCH

There are a number of directions this research is proceeding. They
include the following.

« Improve code to model checker trandation.
Java2Spin does not handle all Java constructs (e.g., polymor-
phism, exceptions). Also, Spin does not support many program-
ming related constructs (e.g., pointers, dynamic memory
allocation/deletion).

e Improve trandations to/from requirements and the model
checker.
Currently, these translations are manual. We would like to pro-
vide some automated assistance.

« Improve the explanations.
Spin can provide a trace that led up to the requirement failure;
however, these explanations must be translated from the Spin
maode back to the design or requirements model.

« Facilitate the evolution of arunning system.
Eventually, we would like to provide sufficient feedback to
guide automate program modification as a means to overcome
systematic requirement failures.

The above topics will improve the requirements monitoring tool.
Asthat tool becomes more usable, it will be applied to case studies.
Future studies will include e-commerce protocols, such as the
CCITT X.509 signed secure communication protocol, and the
secure transaction protocol (STP)[25].

6. CONCLUSIONS

We have presented a requirements monitoring framework for the
monitoring of executing software. We have described automated
tool support that simplifies the application of the framework. In

doing so, we have described how model checking can provide sub-
stantial support for requirements monitoring.

The CCITT X.509 signed secure communication protocol con-
sists of only three messages. Yet, it illustrates how difficult it can
be to prove that one has discovered all scenarios for a successful
attack. Requirements monitoring is a practical aternative to com-
plete a prior requirements analysis. In particular, requirements
monitoring via model checking is efficient, sound, and safe means
to provide assurances on run-time behavior.

CCITT X.509 authentication messages can be monitored as
illustrated with the dinning philosophers problem. In the case of
X.509 authentication, monitoring requires knowledge of multiple
agents and their message history (nonce usage). Tracking this
within agents via assertions poorly mixes individual agent protocol
function with general protocol security—a non-cohesive design.
Instead, the behaviors can be monitored in a separate “security
agent” that relies on the sound and general reasoning of a model
checker.

Requirements monitoring will become a necessity as morerela-
tionships are managed through on-line transactions. In the past,
much effort was placed on ensuring that a transaction completed
properly. Thus, the two-phase commit protocol iscommon placein
databases. However, more elements of transactions are being dis-
tributed across the internet. This has led to protocols to ensure
secure transactions, such as STP[25]. In the future, more of us may
be depending on agents that employ complex negotiation protocols
on our behalf[22][23]. Hence, we may also be depending on secu-
rity agents to ensure appropriate behavior.
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